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Abstract

The proposed work addresses the imperative of safeguarding sensitive infor-
mation through a dual-security approach of encryption and steganography.
Employing the Advanced Encryption Standard (AES) for the first level, and
bitmap graphics as video frames with steganography techniques in the second,
it achieves heightened data protection and imperceptibility, validated through
superior statistical quality assessments. It advocates combining AES encryp-
tion with Fisher-Yates-based randomization for heightened data security. The
paper introduces automated processes for recovery, decryption, concealment,
and encryption, utilizing XOR, 1 bit LSB, and spiral pixel selection to optimize
payload capacity and quality metrics in films. The research suggests imple-
menting the Advanced Encryption Standard (AES) algorithm for secure video
steganography. The proposed method involves AES encryption, Fisher-Yates
frame shuffle, Prewitt edge detection, and triple XOR embedding, enhancing
data security and imperceptibility. The algorithm employs a dynamic frame
selection technique and pixel filtering using Prewitt edge detection, contrib-
uting to a robust video steganography system. The embedding and retrieval
processes ensure secure communication, demonstrating the methodology’s ef-
fectiveness in concealing and extracting information within video frames.

Subject Areas

Information and Communication Theory and Algorithms

Keywords

AES, Video-Steganography, XOR, LSB, Spiral-Pixel-Selection

1. Introduction

Steganography is the practice of hiding data in plaintext files or conversations so
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that it cannot be discovered. It is frequently used in conjunction with encryption
to increase security. Digital content such as text, images, movies, and audio can
all be concealed; to improve concealment, buried text is usually encrypted or pro-
cessed. With the help of video steganography, which conceals information within
videos, covert communication is made possible to avoid prospective attackers in
a number of industries, including the military, intelligence, healthcare, and mul-
timedia. To protect national security, steganography techniques are essential for
encrypting communications. Although there are trade-offs between them, resili-
ence, security, imperceptibility, and concealing ability are necessary for each ste-
ganography technique. For picture, audio, and video steganography, the Least Sig-
nificant Bits (LSB) substitution method is frequently utilised. It provides quick
and effective hiding, however overloading carrier pictures can jeopardise security.
While compressed domain techniques improve security, they may also result in
the loss of unnecessary data. Finding a balance between these attributes is essential
when choosing a suitable steganography method.

In order to improve resilience, imperceptibility, and payload capacity with
higher video quality, as well as to quickly and error-free conceal secret communi-
cations, the primary objective of this research article is to develop an automated
system that combines dependable encryption and steganographic technology. The
following is the paper’s contribution:

Integrating the Fisher-Yates principle-based randomization process with the
AES algorithm to increase data security. N, or the number of frames depending
on the message bit length, is selected from a range of permutations. This will en-
code the secret data using a 128-bit key AES technique, resulting in a more secure
video steganography solution. The secret data’s automatic encryption and hiding,
as well as its recovery and decryption, employ spiral pixel selection in conjunction
with XOR and 1 bit LSB techniques to get an excessive payload capacity to PSNR

ratio and other quality assessment metrics in movies.

Literature Review

The steganography articles that are relevant to this subject are included in this
section. Along with cryptography, random video frame selection, pixel selection
methodology, and XOR with LSB approach, these papers also cover video ste-
ganography. The majority of these studies discussed the LSB approach, a common
steganographic technology technique.

The authors of [1] introduce a video steganography method utilizing random
frame selection and LSB to conceal sensitive data, including one-time passwords,
within a carrier video file. The technique involves embedding metadata in the first
frame and employing a second frame with a high PSNR. However, a lack of pixel
selection strategy limits data hiding effectiveness. While improving carrier and
stego file quality, the method’s security is limited by using a single security level.

The authors of [2] propose a technique combining AES encryption with LSB

algorithm for securely embedding secret data into video frames. Plain text is
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encrypted using AES before embedding into the cover video frames using LSB
with a 1-1-1 scheme. However, details regarding frame selection and observa-
tional methods are lacking. While quality metrics show promising results, enhanc-
ing security through improved frame and pixel selection methods is recom-
mended.

The authors of [3] suggested a technique that has a good peak signal noise ratio
and integrates neural networks, fuzzy logic, secure base LSB approach, and video
steganography (the cover video is in AVI format, which is ideal for the research).
Higher levels of security are, however, challenging to get due to a few shortcom-
ings in the model, such as pixel and frame selection, imprecise descriptions of the
video and frame format information, and so forth.

In [4], two metamorphic methods for text obfuscation were introduced by the
author: “XOR of information with LSBs” and “XOR of message with symmetric
key”. The first method, “XOR with LSB”, is the most structurally similar to the
original cover carrier in terms of measurement metrics; nevertheless, “XOR of text
with symmetric cryptography” offers higher data hiding security. The main draw-
back of the suggested approach is that data gradually becomes less visible with
each frame.

The authors of [5] propose a strategy to address weaknesses in spatial domain
processes by utilizing steganography in the transform domain. They employ DCT
and DST techniques alongside Scrambling-AES encryption on the cover video.
However, the lack of mention of frame and pixel selection procedures limits the
method’s effectiveness. Despite this, the outcome is deemed acceptable.

The authors of [6] put forth a model that could improve security by hiding sen-
sitive information in audio cover carriers. One potential drawback of this ap-
proach is that AES-256 takes longer than AES-128 to encrypt the secret data, even
though the AES technique with the smallest key size of 128 bits is unbreakable.

A good result was obtained by the authors in [7] when they combined the 2-bit
LSB and DES algorithms to create a model for hiding secret data inside picture
cover carriers. However, the cover carrier lacks pixel selection, and DES is less
secure and faster than AES. Consequently, it can be this paradigm’s drawback.

In [8], the authors propose a technique to embed an audio track within a carrier
video clip. They utilize CryptGenRandom to select random frames for embedding
secret bits, which are encrypted and XORed with the original LSBs of the carrier
video frames to ensure security and improve PSNR. However, employing a more
appropriate pixel selection technique could have enhanced security.

In [9], the authors discuss the challenges of maintaining data security and pri-
vacy in cloud computing and introduce a study that proposes an enhanced
method for securing data through image steganography. The authors developed
Multi Level Encryption Algorithm (MLEA) and Two-Level Encryption Algorithm
(TLEA) to conceal data within images using the Least Significant Bit (LSB) tech-
nique. Through comparison with existing methods, the study shows that their ap-

proach offers better security performance, averaging 19.7814% improvement.
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In [10], the authors discuss the rise of cloud computing as a paradigm shift from
traditional computing models, emphasizing its reliance on shared resources rather
than local servers. It highlights the increasing adoption of cloud technology and
predicts even greater integration into daily work processes, particularly through
mobile devices, over the next decade. While cloud computing offers benefits such
as improved performance, scalability, and resource utilization, it also presents se-
curity challenges, especially regarding data storage. The proposed algorithm aims
to address these security concerns by enhancing data protection in cloud environ-

ments.

2. Fundamental Principles
2.1. Methodology

This research paper presents a comprehensive approach to designing and imple-
menting encryption and embedding techniques to ensure secure and impercepti-
ble data hiding. The authors outlined the procedure using six distinct phases. The
different phases involved in this process include planning, requirement analysis,

proposed algorithm, implementation, testing, and maintenance.

2.2. Description of Methodology

We can see that Figure 1 comprised the development process with the following

phases:

e Planning

® Requirement analysis

* Proposed algorithm

e Implementation

e Testing

* Maintenance

—JC Jo  JL L _JL _J  _J

€E€EE€EK

Figure 1. Proposed methodology.

2.2.1. Planning

Planning well is the first step to a fruitful study. So, when the authors started their
research, they had a well-thought-out plan. The strategy includes both the opera-
tional technique and the study topic. First, the authors looked over a lot of re-
search on connected topics. The writers then used their comprehension of those
pieces to determine the title. After looking over those research, the authors found
certain flaws in each one. In order to overcome those limitations and preserve the

novelty of their discoveries, the researchers planned their investigation.

2.2.2. Requirement Analysis
Every task has specific requirements based on needs. So, some specialised re-

sources are needed for the work we have recommended.
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1. System Requirements—Two categories of system requirements can be dis-
tinguished:
e Software prerequisite
e Hardware prerequisite

+¢ Software Requirements

1) Language—C#

2) Environment—.NET Framework 4.8

3) Operating System—Windows

4) Local Server

5) External Algorithm—AES, XOR, Fisher yaets

+ Hardware Requirements

1) Laptop or Desktop with processor

2) USB cable

2. User Requirements: What the user expects from the system is one of the user
requirements. The user needs data security that includes payload capacity, resili-
ence, and imperceptibility for this. The following describes the user requirements
for LSB XOR with Prewitt edge detection in video steganography:

Key Functionalities:

1) Seamless Embedding:

-Permit users to insert confidential information into videos without any dis-
cernible alterations.

2) Secure Encryption:

-Use strong algorithms to encrypt data so that it remains confidential even if it
is intercepted.

3) Reliable Extraction:

-Reliable and integrity-preserving extraction of hidden data from Stego films.

Interface Friendly to Users:

1) Intuitive Design:

-Easily guide users with explicit directions through the embedding and extrac-
tion processes.

2) Adaptive Input/Output:

-Permit users to choose from a variety of video files and output formats.

3) Secure Key Management:

-To preserve confidentiality, provide safe methods for handling encryption keys.

Options for Customisation:

1) Payload Size:

-Permit consumers to modify data embedding according to their own require-
ments and quality preferences.

2) Edge Detection Sensitivity:

-Permit sensitivity modification to maximise visual impact and embedding ef-
ficiency.

3) Encryption Algorithm:

-Offer choices for choosing encryption methods that adhere to security spe-
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cifications.

2.2.3. Proposed Algorithm

The AES algorithm, which converts plaintext data into cipher text using a 128-bit
key and 10 cycles, is recommended by the author for use in the study. AES ensures
security with 25 active S-Boxes every four rounds by using specialised encryption
and decryption techniques. In order to improve and safeguard data in cover films,
each round uses a distinct 128-bit round key that is produced from the primary
AES key.

2.2.4. Implementation

The user must utilise our suggested tool to provide the secret data, which is auto-
matically encoded after it is received. The widely used and safe symmetric encryp-
tion technique AES is used to protect it. AES encrypts data blocks using symmetric
keys that have progressively more bits—128, 192, or 256. Sensitive data is also
decoded using the same encryption key. But in this experiment, a 128-bit key
length was used to encrypt the confidential data, which produces faster results and
uses less RAM. Although it is currently unbreakable, a computerised function au-
tomatically allocates a 128-bit key size. As a result, 128-bit AES was employed to
ensure data security whether or not it was taken from video frames. A function
built in the C# programming language handles the entire AES process. Using the
video splitter function built into the C# language, the cover video carrier is ex-
tracted to frames using BMP picture format once the secret message has been en-
crypted.

1. Choosing the Hidden Message and Video:

-Select a video file to serve as your message’s carrier.

-Get the hidden message ready to be hidden in the video.

2. Extracting Frames:

-Break up the video into separate frames, just like you would with a book. For
data embedding, every frame functions as a still image.

3. Pixel Selection Using Prewitt Edge Detection:

-Use Prewitt edge detection to find areas of each frame that have a high con-
trast. These borders are the best for embedding since they make little pixel changes
less noticeable.

4. Secret Message Encryption and Conversion:

-To maintain confidentiality, encrypt the secret message using AES 128-bit en-
cryption.

-To prepare it for embedding, convert the encrypted message to binary.

5. Integrating Confidential Information:

-Repeat through a subset of each frame’s edge pixels.

-Find the least significant bit (LSB) for each RGB value of a pixel, then perform
XOR with a message bit.

6. Merging Stego Frames to Make Stego Video:

-Reassemble the altered frames to create a sequence of videos.
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-The generated video should be saved as the stego video with the secret message.
Key Points:

-To reduce visual impact, embedding is prioritised for edge areas.

-Message secrecy is protected by AES encryption.

-LSB XOR embedding efficiently strikes a balance between visual quality and

concealing.

2.2.5. Testing

The authors’ implementation yielded a result that satisfies the requirements. They
then found that the method fits every necessity for enhancing encryption security
and embedding techniques to provide secure and undetectable data concealing

from other algorithms after comparing it to other comparable current algorithms.

2.2.6. Maintenance

Secrecy in steganography software secures data concealment by embedding mes-
sages covertly within various cover objects, safeguarding against detection. Key
Principles for Maintaining Information Hiding.

Key Principles for Maintaining Information Hiding: Enhancing the inconspic-
uousness of stego objects, embedding efficiency preserves cover object quality.
Robustness guarantees that the message will withstand image processing. Security
requires elaborate embedding and encryption to prevent steganalysis.

Maintenance Strategies: For efficient steganography and data concealment, up-
date algorithms frequently, keep an eye on performance, evaluate security, train
users, and stay informed.

By adhering to these principles and implementing effective maintenance strat-
egies, developers of steganography software can ensure that their tools continue

to provide a secure and reliable means of concealing sensitive information.

3. Research Design and Analysis

3.1. Proposed Algorithms

3.1.1. Encrypting the Secret Message
The AES algorithm was recommended by the author for the investigation (Figure
2). The proposed method converts a block of data containing up to 256 bits of
plain text into a cypher text. This algorithm includes many specialised methods
for both encryption and decoding. For both encryption and decryption, the key
has a length of 128 bits, and there are 10 cycles in a repeating cycle. Every round,
the data is encrypted and decrypted using the same key. The AES branch number
protects against disparity and linear cryptanalysis by guaranteeing that there are
at least 25 active S-Boxes in every constant four rounds of the AES. Every round
uses a different 128-bit round key that is produced from the main AES key. The
recommended approach is to enhance and protect the data in cover videos.

In Figure 2, we can see that A 128-bit key with 10 repeating cycles is used in
the AES encryption process. Each cycle consists of the following four steps: Ad-
dRoundKey, MixColumns, SubBytes, and ShiftRows. SubBytes uses an S-box table
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Figure 2. AES Encryption and Decryption process.
https://www.researchgate.net/figure/ AES-encryption-and-decryption-process-block-diagram-4-

£
;I Add round key |

Chipertext
(16 bytes)

Near-Field-Communication-NFC figl 318528672.

and a special method to replace each byte. ShiftRows modifies the internal state of

the cypher in each row. The branch number of AES provides protection against

linear cryptanalysis and discrepancy. A unique 128-bit round key that is obtained
from the primary AES key is used for each round. The AES procedure is controlled

by a C# function, and the encrypted cover video is then divided into frames using

the BMP format.

3.1.2. Randomization Frame Selection Method

The number of frames (Nf) required for embedding is determined by the length

of the secret encrypted message (Sm L) and the dimensions (Dv) of the cover

video, which are calculated using Equations (1) and (2). Based on Fisher Yeats
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principles, a random sampling process is used to choose the retrieved frames (in
BMP format).

MEMB = MaxDv of Dv * 4CD * 3 bit (1)
Nf = CB/MEMB [Where, (Nf + 1) > 1] (2)

In this case, Maximum Embed Message is being utilized. MEMB stands for “bit
per frame”, CB for “total length of Cypher text in bits”, and MaxDv for “maximum
dimension of the inputted video”, which can be either “width” or “height”. Eight
directions are represented by the Complete Direction (CD) that is displayed. The
3-bit embedding capacity of a single pixel is represented by 3 bit, and MaxDv mul-
tiplied by 4CD yields the maximum number of pixels that can be embedded in a
single frame.

Figure 3 depicts the framework, a crucial tactic that provides us with a permu-
tation based on the input key and the quantity of frames. The frames we choose
will be the first (Nf + 1) > 1 frame from the permutation. Specifically, the meticu-
lously gathered information allows for the same key to be used for reverse shuf-
fling, which will simplify the process of extracting data from the frame. The length
of the secret data, the shuffle key, and other meta data are always retained in the
first frame, and the actual encrypted messages are progressively incorporated in

the subsequent frames.

Input File

v

2-D Array

!

1-D Array

!

Fisher-Yates Shuffle

Recombination of result with keys using PRP

I

Cipher

v

2-D Array

v

Output file

Figure 3. Frame selection based on fisher yeats.

3.1.3. Pixel Filtering Algorithm
Prewitt edge detection is a method that recognises boundaries inside an image,
much like a skilled mapper traversing through uncharted territory. It uses numerical

grids, known as kernels, that are responsive to variations in brightness both
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horizontally and vertically, giving them the appearance of boats navigating pixe-
lated seas. Prewitt filters define edges similarly to a cartographer charting ridge-
lines by identifying abrupt transition points by computing gradients based on
pixel intensity levels. A threshold separates important borders from small devia-
tions, producing an edge-detected image made up of important edges. Prewitt is
straightforward and effective, yet its simplicity can cause noise to be misinter-
preted. Still, its directness and speed make it useful for finding objects and gath-
ering important data. On the other hand, Canny edge detection provides a dy-
namic method of edge detection that improves accuracy and versatility by utilising

gradient magnitude and direction equations.

3)

f=tan [af/afj (4)
oy/ ox

Using Equation (2) and a user-specified method, an even or odd pair is determined

[Vt =

from the first and second MSB locations. Where FXB denotes the binary conversion
function and FXr denotes the red value retrieval function mentioned in Figure 4. We

can see a sample example of sampling of prewitt edge detection in Figure 5.

3x3 pixel prewitt North
A —
111
0 00O
—\1 -1 -1
P_East
-1 01
3x3 pixel prewitt directions g 101
-1 0 1
5x5 pixel (prewitt adapted) North East
i 1111 1] 1 101 1]
11111 -1 -1 011
00 O0O0O O -1 -1 011
-1-1-1 -1 -1 -1 -1 011
-1-1-1 -1 -1 i-lOlL
5x5 pixel prewitt directions Southeast Southwest
1 -1-1-1 0] 0 -1 -1 -1-1]
-1-1-1 0 1 10-1-1 -1
1101 1 110-1 -1
-1 01 1 1 1110 -1
01 1 1 1] 1111 0]

Figure 4. Approach of Prewitt edge detection.
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3.1.4. Steganographic Process

The Embedding method and the retrieval technique are the two pathways of the
steganographic process. The suggested system’s embedding procedure is depicted
in Figure 6. As soon as the stoner provides the system with secret plain text, the
transmission is essentially encrypted using 128-bit AES. The photos are then
taken out of the cover carrier, and the pixel selection system works with the

systems mentioned earlier to choose fewer than 1% of the total pixels in a single

Figure 5. Sampling of Prewitt edge detection.

Input : Secret Input : Cover Fisher Yeates
Message video Frame Shuffle
Encrypt with AES 128 Shuffle splitted the frames and
bit key sort the serial into an array

Embed secret bit and
Meta data into
selected pixels

(Prewitt) based on

Triple XOR Convert to

BMP Frame

Convert to Binary

AES Key

Store Meta Data (AES
L_, Key, Shuffle key,
Secret message size
after embed) Stego Video (AVI)

Figure 6. Embedding process.
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AES

frame. In the third phase, a triple XOR operation will be used to decode the secret
message into 8-bit binary data, which will then be inserted with filtered pixels at
the 1 bit LSB location. Here, the final indexed to RGB blocks will be replaced by
the secret message bit, sixth indexed bit, and triple XOR. The process of retrieval
is shown in Figure 7. Understanding the information—such as the message size,
secret message embedding key, and pixel filtering technique that uses Equation to

store the fixed four pixels—is the first step towards extracting secret data.

1*-pixel position (X,,Y;)=(H-1/2-31) (5)
2"-pixel position (X,,Y,)=(H,W -1/2-3) (6)
3"-pixel position (Xj,Y;)=(H -1/2+3W) (7)

4™-pixel position (X,,Y,)=(LH -1/2+3) (8)

Data that can be utilised to extract the AES key, message size, and filtering
method is stored in these pixels. Once we know the filtering technique, our system
will be able to obtain filtering pixels where the hidden message bit is kept by ap-
plying the embedding strategy. The secret message bit will then be obtained by
triple XORing the RGB blocks’ sixth and seventh indexed bits. Depending on the
size of the message, we can use the AES key to decode the secret message once we

have the bits and obtain the required plain text that was hidden.

Stego Video(AVI) Shuffle frame using shuffle

keys and Apply Prewitt pixel

detection

A

Find four pixels
(X1,Y1), (X2,Y2),
(X3,Y3), (X4,Y4)
and get meta data
from 1% Frame

Extract secret bit

v

and Meta data

into selected
pixels based on
Subtraction

Get secret encrypted
message size Provide Size

Key

Convert bit to bytes
and decode using
ASE key to get plain

text Stored secret bit

Figure 7. Retrieving process.

3.1.5. Algorithm for Embedding and Retrieving

The methods for embedding and retrieving data make it easier to hide and extract
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sensitive information from cover videos. Users enter the cover video (CV) and
secret message (Sm) into the embedding process. The FisherYeatsShuffle function
creates a permutation for frame selection, whereas the AES function encrypts the
secret data. XOR is used to embed metadata in the first frame, and triple XOR is
used to embed the remaining secret data in the following frames. To recover en-
cryption and shuffle keys, metadata is extracted in the retrieval algorithm. To ex-
tract the complete secret message, shuffle keys are used to produce random per-

mutations that are used to choose frames.

Embedding Algorithm:
Result: Stego Video
Sm < input
Cv €< input
Ct = 128-bit AES (Sm, key);
FE [] = Extract_Frames (Cv);
FLp [] = FisherYeatsShuffle (FE [], key);
SF = CB / MEMB;
MD = binary (shuffle key + salt + encryption key + salt + length of Sm)
embedMetaData (SF [0], MD);
(x1, y1), (x2, y2), (x3, y3), (x4, y4) € length of MD;
SMB = binary (Sm);
v=0;
For = SF [1to N-1] & SMB [0 to N-1]
If MEMB < SM embedSecretDataXOR (SF [v], SMB [v to n])
else
W = Frame Width;
H = Frame Height;
(Cx, Cy) = (H/2, W/2);
embed ((Cx, Cy));
BL= Length of M;
Ppn= PrewittEdgeDetction(I);
SMBL K length (SMB)
(x1, yl), (x2, y2), (%3, y3), (x4, y4) K SMBL
a=0;
while a < Ppn do
Ds = (Cx=a, Cy=a)
embedXOR (Ds);
a++;
function embed (position):
RGB<¢ position
UpdateRGB< message
stegoFrame.Add (SF)
stegoVideo<videoAssembler (stegoFrame [])
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Retrieving Algorithm
Result: Secret Message
Sy € input
Fr[] = Extract_Frames (S,);
Mp = Retrive (Fg[0])
ShuffleKey = Mp.ShuffleKey
EncryptionKey = Mp.EncryptKey
TotalSecretMessageLength = Mp.MLength
FL, [] = FisherYeatsShuffle (F [], ShuffleKey);
Sk = selectedFrame (FL, [], Mp.MLength)
v=0;
For—> Sg[1 to N-1]
If Mgms <TotalSecretMessageLength
Sver€ (x1,y1), (%2, y2), (%3, ¥3), (x4, y4)
Sp []=retrieveSecretDataTripleXOR (Sr [v], Smsr)
else
W = Frame Width;
H = Frame Height;
(Co Cy) = (H/2, W/2);
retrieve ((Cy, Cy));
BL= Length of M;
P,, = PrewittEdgeDetction(I)
Sup & (xL,y1), (x2,y2), (x3,¥3), (x4, y4)
a=0;
while a < P, do
D; = (Cusar Cyza)
Sp []= retrieveTripleXOR (D, Smsr);
a++;
function retrieve (position):
secretData.Add (Sp)
encryptData < bitToBytes (secretData)
PlainSecretData < Dycrypt(encryptData, EncryptionKey)

4. Result and Discussion

This section compares the outcomes of the suggested steganographic methodol-

ogy with alternative approaches and provides a visual explanation of the differ-

ences. For statistical analysis, six quality evaluation indicators

are used: MAE,

SSIM, MSE, RMSE, PSNR, and SNR. Furthermore, the Embedding Time (TCEP)

is used to evaluate the effectiveness of the suggested solution.

The two films that were chosen for the experimental test are Dhaka and Naymar

(Figure 8). Downloadable versions of these two 512 by 512 AVI movies are of-

fered. They have a five-second duration at the same frame rat

e. The suggested
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method conceals a lengthy text within a video clip. The technique is written in C#,

and the test results are generated using the NET Framework version 4.7.2.

- -
SCREINCASTY MATIC

Naymar.avi Dhaka.avi

Figure 8. Cover videos.

Equations (11) to (15) provide a scientific explanation of the six necessary frame
quality assessment matrices: PSNR, SSIM, MAE, SNR, RMSE, and MSE. These ma-
trices are used to evaluate the efficacy and security of the steganographic process.

The Mathematical explanation for PSNR is

255°
PSNR =10log,, —— 9
O10 MSE 9)
In this case, PSNR is dependent on MSE and expressed in dB. Several investi-
gations show that it is acceptable if the PSNR is greater than 40 dB between the
stego frame and cover.

The definition of SSIM in science is
(21,1, +C,)+(20,, +C,)
(luxz +,u§ +C1)(O'x2 +cr§ +C2)

SSIM(x,y)= (10)
In this case, xand yrepresent the image dimension. With a weak denominator,
xand yrepresent the average of x and y; while K; and K; have default values of
0.01 and 0.03, respectively. Furthermore, L is set as the dynamic range of the pixel
values. To make the partition easier, there are two variable quantities: G = (& L)*
and G = (kL)%
The explanation for MAE in mathematics is

1 M <N
MAE = - L2 Cxy)=S(xy)]L (11)

In this case, the pixel position and the picture dimension denoted by M &N
pertain to (x, y). The cover frame is denoted by C, the stego frame by S, and the
city-block standard by [1].

The explanation of SNR mathematically is

SIS (xy)
Vst - x|

SNR =

(12)
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The Digital Image Processing formula is used. In this case, the original frame is
indicated by fand x, the noisy frame by f , and ydenotes the location of a pixel.
The squared root base of the mean square error (RMSE) according to science

RMSE = /MSE (13)
The Scientific definition for MSE is
MSE = (1xM xN) Y 3™ (a; ~b; )’ (14)

In this formula, the pixel value of the location 7and ; of the cover frame refers
as a; where bj refers to the pixel value of the location 7and j of stego frame.

The suggested method’s results are constrained to a payload of 15 kilobases on
four chosen video frames shown in Figure 9. The PSNR quality measurement ma-

trices findings for the specified frames are shown in Table 1.

Naymar.avi

T e——— T 7F | 9 Rty vk
7 / 7 / > ! 5 "
1LY ‘.,‘. 1LY ﬂ,.v‘ e ¢ Y )!“ ¢
) ; ; AR - ; s

Ty | ey | Ty |y | g | g | 7 | | |
3 v ' v :

R B S B B | B | B
Gt | Gt i soenoe | tmacens | vemactas | cetsscoas | s | sedon
b ks EsEcEcE ks

Figure 9. Encrypted and decrypted video images.
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Table 1. PSNR for selected videos.

Frame No Naymar (PSNR) Dhaka (PSNR)
01 (Mp) 89.2390 88.6434
02 (Sms) 72.7453 72.5564
03 (Sms) 72.4536 72.3543
04 (Sms) 72.7766 72.9854
05 (Sms) 72.7867 72.6534
06 (Sms) 72.4545 72.3212
07 (Sms) 72.7865 72.8645
08 (Sms) 72.7678 72.2131
09 (Sms) 72.7867 72.8778
10 (Sms) 72.6383 72.4534
11 (Sms) 72.7877 72.5345
12 (Swms) 72.7896 72.4344
13 (Sus) 72.7456 72.1234
14 (Sms) 72.9867 72.2344
15 (Sms) 72.7896 72.5343
16 (Sms) 72.5344 72.9777
17 (Sms) 72.6678 72.1223
18 (Sus) 72.4563 72.4241
19 (Sms) 72.4755 72.1342
20 (Sms) 72.6355 72.3453
21 (Sms) 75.9447 75.8978

Our algorithm used 21 frames, each of which gradually disguised a maximum
of 700+ bytes, to embed all secret data in this table. The PSNR values of the frames
from Naymar, Dhaka, were marginally higher than those of the other chosen video
frames. For Naymar, Dhaka, 512 x 512 sized frames carrying a payload of 15 Kil-
obytes, or 15,000 bytes, were used in this table.

Table 2 presents the results of six quality assessment matrix values for different
payloads, 512, 256, and 128 bytes for a certain frame, as well as the embedding
duration of the stego frame. Here, Naymar is represented as NA and Dhaka as
DA.

The analysis in this table, which yields greater PSNR values for Naymar’s film,
makes use of 512 x 512 video frames for NA and DA, with different payload sizes
of 512 bytes, 256 bytes, and 128 bytes, respectively.

The results of a comparison between two contemporary steganographic algo-
rithms with 512 Bytes of payload and 512 x 512 sized frames are shown in Table
3. In this table, the XOR substitution model is designated as Modell, the 8-direc-
tional based model as Model2, our suggested model as P-Model, and the
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Table 2. Quality measurement metrics of the projected method using different standard sized payload.

Frame Dimension Payload PSNR SSIM MAE SNR RMSE MSE TCEP
512 Bytes 74.01545 0.999992913 0.0026 68.641512 0.0509  0.0026 9.47s

NA  512x512 256 Bytes 77.542112 0.999997723 0.0012 71.6545221 0.0352  0.0012 7.45s
128 Bytes  80.5435132421 0.999999726 0.0006 74.84534 0.0248  0.0006 5.52s

512 Bytes 74.215454 0.999995854 0.0026 68.32131 0.0509  0.0026 10.23s

DA 512x 512 256 Bytes 77.45341112 0.999999646 0.0012 70.945335 0.0351 0.0012 8.93s
128 Bytes 80.5645341 0.999999867 0.0006 74.537865435 0.0249  0.0006 5.45s

Table 3. Comparison among 2 recent steganographic techniques.

Techniques Frame PSNR SSIM MAE SNR RMSE MSE TCEP
Modell 70.7483 0.999984985 0.0029 65.4785 0.0539 0.0029 8.4545s
Model2 DV 73.13254 0.999991956 0.0027 68.8686 0.0520 0.0027 5.9646s
P-Model 74.534131 0.999992913 0.0026 69.5991 0.0509 0.0026 9.4754s
Modell 71.0966 0.999989566 0.0029 66.1299 0.0539 0.0029 8.2331s
Model2 SM 73.878954 0.999991023 0.0026 68.2094 0.0508 0.0026 5.5413s
P-Model 74.5242 0.999995854 0.0026 69.3356 0.0509 0.0026 10.2311s

chosen frames, such as Naymar as NA and Dhaka as DA, are designated as Models.

The performance of the P-Model (Proposed Model) is superior to that of the
Models 1 and 2, whose values for the NA frame were 74.534131 and 74.5242, re-
spectively, as indicated by the first column of this table. The suggested model out-
performs the current models without the TCEP result in each column. Because
our suggested approach offers greater security than the current model, it requires
a little bit more time to complete.

The histogram for the 512 x 512 sized cover and stego frames for the four cho-
sen video frames above can be found in Figure 10 and Figure 11.

According to the histogram’s findings, there is not much of a difference be-
tween the two frames, and the change is unpredictable. This experiment, which
uses the data hiding technique, demonstrates that the projected procedure per-

forms better than similar algorithms as well.

5. Conclusion

5.1. Conclusion

This study provides an automated two-level secure data concealing solution for
video steganography, which conceals secret information using robust 128-bit AES
encryption in the cover movie. The aforementioned justification and logical result
analysis show that the suggested steganography data concealing approach offers
more security and less imperceptibility when compared to certain other current

data concealing techniques. However, in a 512 by 512 cover film that runs at 25
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Frames Type

NA

DA

Cover

il

Figure 10. Comparative histogram for cover frames.

Stego

Figure 11. Comparative histogram for stego frames.
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frames per second for five seconds, this model can hide up to 100KB of secret data.

We will remove these restrictions in our subsequent work.

5.2. Limitations

e Proposed model is able to manipulate only.AVI video files.
e Maximum processing video’s length up to 11.1111 hours long.
e Maximum processing messages’ length is 714.28 Megabytes.

o Pixel selection technique depends on static mathematical calculations.

5.3. Future Works

Future steganography research should concentrate on expanding the XOR LSB-
based algorithm’s single-frame embedding capacity beyond its present 765 bytes
limit. This might include investigating other algorithms or refining the current
strategy to use pixel values more effectively without sacrificing picture quality.
Using a multi-frame steganographic technique is also necessary to provide greater
data payloads while preserving imperceptibility. To make the algorithm more re-
silient to different types of assaults, it is imperative that its security be strength-
ened using error correction, encryption, and anti-steganalysis techniques. In or-
der to allay privacy worries and stop any abuse, it’s crucial to address ethical issues

and create rules for appropriate steganography usage.
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